In the article, the author presents the hazards surrounding our most valuable resource, namely information. The world we have known has long been transformed imperceptibly and immersed in virtual existence surrounded by the technologies and techniques that govern us, our documents, our data and our everyday life. Information as a resource is more and more accessible even though it has a personal, secret corporate character or a national security status. Considering the above, it is good to build methods and algorithms to prevent or to have prevention various attacks in the virtual world, but also to educate people about basic hygiene in dealing with risky information resources, technologies, software applications, and more.
INTRODUCTION
The lack of careful study of this matter at nonspecialized institutions of higher learning leads to ordinary users of various information systems overlooking the importance of the security aspect.
The advantages of immersing information technologies in the lives of the members of our contemporary society are more than obvious and this involves a strong need to solve various information problems related to the information security. Guaranteeing a level of security in different information systems can come in different forms, but it is always aimed at the development of three basic features: completeness (the information on which important decisions are based needs to be reliable and correct, protected against possible intentional or unintentional contortion), accessibility (the information and the relevant automated services need to be accessible and ready to respond when needed), and confidentiality (confidential information needs to be accessible only for the person for whom it was intended) Information as a resource is one of the most potent stimuli for economic development. Having and using certain information at a certain time to certain purposes is the root of success. Information is the factor which determines the subject with better chances of success, or in other words, gives them a lead over the others. Given the current situation, a company has fallen behind if it has failed to adopt self-sustaining information systems. Even small and medium-sized enterprises have seen a rise in the use of software for specific purposes. All those integrated systems generate a vast amount of information in the local networks of the enterprises, in their computer workstations, and on the Internet. It is those open access repositories that are the object of malicious acts. It is inevitable that at a certain point they would experience an unauthorized access, loss, change, or another informationbased action, which would lead to a small, or in most of the cases, major loss for the organization, usually financial.
Many types of malicious software are known to exist. Many more viruses, algorithms aimed at contortion and deceit, and other methods used to cause harm are coming into existence. The battle we lead on different levels requires us to be in know of the latest developments, or to be "up to date" In the following paragraphs the known types of viruses and malicious software, they origins, their spread, the harm caused by them, and the protection against them will be presented. The virtual-space vision that users tend to have often doesn't even come close to the multifarious reality of the virtual world. Their vision is illusionary because they believe that it is a mirror image of the real world. The threats are invisible, unexpected, and instant, and danger may lurk in any seemingly completely harmless file. This author is of the opinion that it is only prudent to number some of the wellknown dangers and to offer proven reaction and prevention methods.
Threats and Dangers
Globalization offers an unprecedented access to tools such as the Internet, satellite communications, transactions completed via electronic means, free movement of people across national borders, exchange of official documents, etc.
Unfortunately, such opportunities turn into basic instruments used by criminal groups and terrorist organizations for the achievement of their own ends. The development of the current global processes makes the establishment of a connection between geographically distant locations possible. It also facilitates coordination, communication, and the reaching of information-based objectives [2] .
1.1.
Information Security Information security [6] [8] can be defined as a single body consisting of various aspects, which can relate to the information resources in a physical way -directly and purposefully, or unintentionally, as well as in the form of virtual interferences. Some of the most common and well-known threats are: The security of information [3] requires it to be protected from its creation to its destruction. It is advisory that security is established on all levels, starting with the most basic hardware level or network security [7] level, up to securing data itself. Information can be basically classified as Public Information or Official Information, but it can also be Confidential Information. We can easily see the necessity for an introduction of standards for the management of information resources protection systems from the previously discussed points. Such active standards can be purchased from the Bulgarian Institute for Standardization (BDS) [9] . All of the adopted systems and rules are expected to adhere to the laws and legal acts of the Republic of Bulgaria. Other standards for Information Security Management Systems can be found on the official site of the Bulgarian Institute for Standardization, but their status has been revoked.
Legal Acts

Rules of Hygiene We Need to Follow
It is understandable that a universal solution, which can protect and completely secure certain information, is difficult to find and does not exist up to this point. There is no such method or software application which can provide ultimate security and it is unthinkable to try to find one, keeping in mind the diverse and vast nature of the virtual world. There are different kinds of secured virtual environments, but this is due to their access points being controlled. An example of this type of environment is the Virtual Education Space VES [4] [10] . The author finds it prudent for the different management levels of the organizations to adopt either the standards mentioned above, or practices and procedures in accordance to their own activities. Special attention is paid to the organization of the company's information systems and their protection [5] , as well as to the training of employees which should be a more widely-adopted practice in the institutions of higher learning.
Measures for the Implementation of
Information Security 1) Administrational measures (organizational, procedural); 2) Logical (technical) measures; 3) Physical measures 4) Management measures 5) Access control -authentication -flexible authentication; smart cards; phone authentication; biometric authentication, etc. 
Security Procedures
CONCLUSION
Hand-in-hand with real threats in the real world increasingly often come threats originating in our computers, mobile devices, and the World Wide Web and they are no less dangerous that the material ones. The prevention against such threats should be systematic and consistent with clearly-defined rules and objectives. The establishment of a single, cohesive strategy of reaction and prevention against virtual threats is essential. This is especially true for big corporations and increasingly true for small and medium-sized enterprises. It also holds true for the ordinary user and their personal data. The basic information threats are well-known: malicious software, disloyal employees, human error, technical malfunction, external attacks, etc. The author finds it necessary to have a set strategy and tactical plans for the protection of information in small and medium-sized enterprises and for the protection of personal data. Thus, he intends to further his studies in the matter.
